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1 Introduction

In modern society, information and communications
technology is indispensable to our daily lives, and many
communication protocols are developed to transmit
data securely. Verification of security properties of each
protocol is also essential, but it is not easy.

In the first place, how to formalize security notions
is not clear. In fact, various definitions of the same
security property have been proposed. Solving it is one
of our goals.

In this work, we focus on the applied pi calculus,
which is one of process algebras, because it allows us
to handle composition easily and to regard an environ-
ment as an attacker. We formalize security notions to
use it. In this paper, we consider non-adaptive active
attackers.

In process algebras, common security properties such
as secrecy are represented by an equivalence between
processes. Many equivalences exist (cf. [18]), but which
is the most suitable for capturing security properties is
not clear. For instance, Delaune et al. [4] developed the
definition of privacy in e-voting in terms of the applied
pi calculus [1] as follows.

Definition 1 ( [4, Definition 9]). A voting protocol
respects vote-privacy (or just privacy) if

S[VA{a/v}|VB{b/v}] ≈l S[VA{b/v}|VB{a/v}]

for all possible votes a and b.

Intuitively, this states that an attacker cannot distin-
guish two situations where votings are swapped. Note
that indistinguishability is expressed by labeled bisimi-
larity ≈l. Is it the most suitable? This question is non-
trivial. Chadha et al. [3] claimed that trace equivalence
is more suitable regarding privacy than bisimilarity.

In the applied pi calculus, a process can send not
only names but also terms, but a sent message is not
explicitly expressed. It is represented via an alias vari-
able. This feature enables us to handle cryptographic
protocols naturally and suggests that trace equivalence
means an attacker’s indistinguishability.

Both bisimilarity and trace equivalence on labeled
transition systems are well studied. However, trace
equivalence in the applied pi calculus (and other vari-
ants of the pi-calculus [11, 12]) has not drawn much
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attention. Probably, this is because trace equivalence
is the coarsest among commonly used equalities. How-
ever, security properties sometimes require that differ-
ent processes are regarded as the same. For example,
consider secrecy. We want to make two processes which
send different messages indistinguishable. In this case,
trace equivalence is enough, and bisimilarity is not al-
ways optimal because it is a very strong equivalence
relation. Bisimilarity requires that feasible actions are
the same, but a non-adaptive attacker cannot detect a
difference of feasibility.

Epistemic logic is often used to capture security no-
tions (e.g., [3, 10, 17]). It enables us to express security
properties directly. Nevertheless, research into an epis-
temic logic for the applied pi calculus is not abundant.
In this paper, we assume that an attacker can observe
only labeled transitions. We also assume that an at-
tacker can send a message to a participant.

A preliminary version [13] of this paper appeared in
the informal Proceedings of 2019 Symposium on Cryp-
tography and Information Security.

2 Main Results

We focus on the applied pi calculus [1]. It is similar
to pi-calculus, but a process can send not only names
but also terms in the applied pi calculus. Here, terms
are made from names, variables, and function symbols.
Firstly, we briefly recall the syntax.

2.1 Syntax and Semantics

P,Q ::=0 | M〈N〉.P | M(x).P | νn.P |
if M = N then P else Q | P +Q | P |Q | !P

A,B ::=P | νn.A | νx.A | A|B | {M/x}

We call P,Q, ... plain processes and A,B, ... extended
processes. | means parallel composition. + is a nonde-
terministic choice. ν is a binding operator. {M/x} is
an active substitution. {M/x} floats around a process
and substitutes M for x in a touching process. It is
peculiar to the applied pi calculus.

We give only a fragment of semantics. The
rest is similar to the semantics of the pi-calculus.

M(x).P
M(N)−→ P [N/x]

x /∈ fv(M〈N〉.P )

M〈N〉.P νx.M〈x〉−→ P |{N/x}



2.2 Congruency of Trace Equivalence

A trace is a sequence of transitions which are visible to
an environment. |tr| is length of a trace tr. ∼t is static
equivalence between traces [3]. When two traces are
static equivalent, an attacker cannot distinguish them.
fv(A) is a set of free variables in A. dom(A) indicates
what variables A affects.

Definition 2. Let A and B be closed processes.

A ⊆t B
def⇔ ∀tr ∈ tr(A) ∃tr′ ∈ tr(B) s.t. tr ∼t tr′,

A ≈t B
def⇔ A ⊆t B and B ⊆t A.

Let A and B be two processes. Let σ be a map that maps
a variable in (fv(A) \ dom(A))∪ (fv(B) \ dom(B)) to a
ground term. When Aσ ≈t Bσ holds for every σ and
capture-avoiding, we also denote as A ≈t B.

A ⊆t B means that each trace of A is imitated by
some trace of B.

It holds that trace equivalence is a congruence even
though trace equivalence for the pi-calculus is not a
congruence. This is due to the difference between the
pi-calculus and the applied pi calculus, say, names and
variables are distinguished in the applied pi calculus.

The case of parallel composition is the most difficult.
Let A,B, and C be extended processes.

Proposition 3. A ≈t B ⇒ A|C ≈t B|C.

The proof is very complex, so we give an outline.
The complete proof was given in [14]. We suppose that
A,B, and C contain no free variables.

First, we define a concurrent normal form. This
form is a particular form of a trace of a parallel com-
posed process. A concurrent normal trace completely
captures the change of scope of bound names. Each
process in a concurrent normal trace is of the form
νr̃s̃.(νx̃.(σ|P )ρ | νỹ.(ρ|Q)σ), where σ and ρ are (ac-
tive) substitutions. Terms sent by the left process are
recorded in σ. Bound names sent by the left process
are recorded in s̃. Symmetric cases are similar.

Secondly, for any trace of A|C, we prove that there
exists a concurrent normal trace of A|C such that they
are statically equivalent.

Thirdly, given a concurrent normal trace of A|C, we
prove that we can construct traces of A and C which
are each process in them is of the form νs̃.(σ|P )ρ or
νr̃.(ρ|Q)σ.

Finally, we convert the extracted traces as the above,
combine them, and prove that the result is statically
equivalent to the given trace.

2.3 Epistemic Logic and Security Prop-
erties

We propose an epistemic logic for the applied pi cal-
culus. It was inspired by [3], but our logic is a bit
different. We give syntax and semantics as follows:

δ ::=>|M1 = M2|M ∈ dom|δ1 ∨ δ2|¬δ

ϕ ::=δ|ϕ1 ∨ ϕ2|¬ϕ|〈µ〉−ϕ|Fϕ|Kϕ,

where M1,M2, and M are terms. A formula δ mentions
term equality and a domain. A formula ϕ mentions
traces. 〈µ〉−ϕ states that the previous action is µ and
ϕ holds before doing µ. Fϕ states that ϕ holds some
time or other. The operator K expresses an attacker’s
knowledge, i.e., Kϕ means an attacker knows that ϕ
holds.

At first, we suppose that δ and ϕ contain no variables
other than x̃ ∪ dom(tr[i]). We omit logical operators.
Let A be an extended process that fv(A)\dom(A) = x̃,
ρ be an assignment from x̃ to ground terms, tr be a
trace of Aρ and 0 ≤ i ≤ |tr|,M1 and M2 be terms.

A, ρ, tr, i |= M1 = M2 iff (M1ρ = M2ρ)fr(tr[i])

A, ρ, tr, i |= M ∈ dom iff M is a variable x and

x ∈ dom(tr[i]).

A, ρ, tr, i |= 〈µ〉−ϕ iff tr[i− 1]
µ

=⇒ tr[i] in tr

and A, ρ, tr, i− 1 |= ϕ

A, ρ, tr, i |= Fϕ iff ∃j ≥ i s.t. A, ρ, tr, j |= ϕ

A, ρ, tr, i |= Kϕ iff ∀ρ′ ∀tr′ ∈ tr(Aρ′);

tr[0, i] ∼t tr′[0, i]

⇒ A, ρ′, tr′, i |= ϕ

For example, K¬(y = N) means that an attacker
knows that the value of y is not the term N .

We suppose that an attacker does not know terms
assigned to free variables before a process runs, so the
definition of K contains a quantifier over assignments
∀ρ′. Recall that an attacker can observe only labeled
transitions, so accessibility is defined based on static
equivalence between traces.

We also define the satisfiability of general formulas.
Let dom(tr[i]) = ỹ. We suppose that ϕ contains no

variables other than x̃, ỹ, and z̃ and M̃ are closed.

A, ρ, tr, i |= ϕ(x̃, ỹ, z̃) iff ∀M̃ ;A, ρ, tr, i |= ϕ(x̃, ỹ, M̃)

Definition 4.
A |= ϕ

def⇔ ∀ρ ∀tr ∈ tr(Aρ);A, ρ, tr, 0 |= ϕ

Definition 5. A vL B
def⇔ ∀ρ∀tr ∈ tr(Aρ)∃tr′ ∈

tr(Bρ)
s.t. ∀i∀ϕ; [A, ρ, tr, i |= ϕ⇔ B, ρ, tr′, i |= ϕ]
A ≡L B if and only if A vL B and B vL A

Hennessy-Milner-type theorem holds, i.e., trace
equivalent processes satisfy the same formulas.

Theorem 6. A ≈t B ⇔ A ≡L B

The proof was given in [14].
We often use abbreviations. Notably, P means ¬K¬,

and G means ¬F¬. Pϕ means that an attacker does
not know ϕ does not hold. In other words, the attacker
thinks that the possibility that ϕ holds remains.

We show applications. First, we define minimal se-
crecy. We can regard it as a generalization of minimal
anonymity [10].



Definition 7. x is minimally secret with respect to a
formula δ in A iff A |= G(δ(x)→ P (¬δ(x))).

Minimal secrecy means that an attacker cannot be
certain that δ(x) holds. Minimal secrecy is a very weak
property. For example, though x is minimally secret
with respect to δ, x is not always minimally secret with
respect to ¬δ.

Secondly, we define total secrecy. We can also regard
it as a generalization of total anonymity [10].

Definition 8. x is totally secret in A(x, ỹ) iff

∀δ(z, z̃, w̃);A(x, ỹ) |= G(δ(x, ỹ, w̃)→ P (¬δ(x, ỹ, w̃))),

where δ contains no variables other than ones in {z}∪
z̃ ∪ w̃ and satisfies that ∀Ñ∀ψ∃M : ground s.t. ψ |=
¬δ(M, Ñ, w̃). Moreover, |ỹ| = |z̃| and w̃∩({x}∪ỹ) = ∅.

Total secrecy states an attacker gets no information
about x.

Proposition 9. x is totally secret in A(x, ỹ) ⇔
A(M, ỹ) ≈t A(N, ỹ) for all M and N .

Role permutativity for a multiagent system was de-
fined in [9]. We define role permutativity for the ap-
plied pi calculus based on it.

Definition 10. Let fv(A) \ dom(A) = {x1, ..., xp}, J
be a finite set of static formulas and I = {1, ..., p}.
J is role permutative in A iff

∀n ≤ p ∀δ1, ..., δn ∈ J ∀ψ ∈ Sp;A(x1, ..., xp) |=

G(
∧
k≤n

δk(xik , ỹk)→ P (
∧
k≤n

δk(xiψ(k)
, ỹk)))

where ỹk ∩{x1, ..., xp} = ∅ for all k and each ik differs.

Proposition 11.
∀ψ ∈ Sp;A(x1, ..., xp) ≈t A(xψ(1), ..., xψ(p))
⇔ J is role permutative in A for all J .

Chadha et al. developed the definition of privacy in
e-voting. They considered protocol instances in which
two voters Alice and Bob participate, and voting op-
tions are 0 and 1.

Definition 12 ( [3, Definition 9]). The voting process
V respects privacy if V |= Aprivacy∧Bprivacy where

- Aprivacy
def
= ∧v∈{0,1}2(K(Avote(v)) →

Bvote(v)), and

- Bprivacy
def
= ∧v∈{0,1}2(K(Bvote(v)) →

Avote(v)).

Avote(v) means that Alice voted v, and Bvote(v) is
similar. This definition is similar to the contraposition
of minimal secrecy, but they do not agree. Minimal
secrecy of voting never holds because an attacker can
trivially know votes when all votes agree. We consider
protocol instances in which m voters participate and

voting options are 0, ...,n− 1. Let vi be a vote of i.
We consider the property below:

∨j,kvj 6= vk → ∧i ∧v G(K(vi = v)→
v1 = v ∧ ... ∧ vi−1 = v ∧ vi+1 = v ∧ ... ∧ vm = v)

The consequence in G implies that vi 6= v due to the
antecedent condition. We can rewrite the property.

∨j,kvj 6= vk → ∧i ∧v G(K(vi = v)→ vi 6= v)

Moreover, we take the contraposition in G.

∨j,kvj 6= vk → ∧i ∧v G(vi = v → P (vi 6= v))

Therefore, privacy and minimal secrecy of voting agree
under the disagreement condition ∨j,kvj 6= vk.

3 Related Work

Logics about behavior of labeled transition systems
originate from Hennessy-Milner logic [5]. Observa-
tional equivalent systems satisfy the same modal for-
mulas when these systems are image-finite.

An epistemic logic for the applied pi calculus was al-
ready developed in [3]. The authors defined formulas

Has and êvt. Has directly represents an attacker’s
knowledge, and êvt means that a particular event had
occurred. Temporal modalities were also used, but they
do not mention the previous or next action. The epis-
temic operator K was defined based on static equiva-
lence on traces. They also suggested that trace equiva-
lence is more suitable than labeled bisimilarity when we
handle privacy, but a correspondent relation between
logic and behavior of processes was not provided.

Quasi-open bisimilarity was introduced in [6], and
it was proved that quasi-open bisimilarity coincides
open bisimilarity. Moreover, quasi-open bisimilarity
was characterized by intuitionistic modal logic FM.
The law of excluded middle does not hold because pro-
cesses containing a free variable are also considered.

The first-order logic LF was developed in [7], and it
characterizes static equivalence. LF mentions not only
equality but also reducibility of terms. In addition, the
authors gave a characteristic formula for a frame.

Knight et al. [8] defined an epistemic logic for a la-
beled transition system. This framework is based on
Hennessy-Milner logic, and it handles multiple agents’
knowledge. They also proved weak completeness. How-
ever, compositionality was not discussed.

The applied pi calculus is one of nominal transition
systems. Parrow et al. [15] developed modal logic char-
acterizing bisimilarity for a nominal transition system.

Toninho and Caires [16] proposed a dynamic spa-
tial epistemic logic, which reasons what information a
process can obtain. The epistemic operator means not
only an attacker’s knowledge but also a participant’s
knowledge, so, for example, the logic can reason a cor-
respondence assertion.

Tsukada et al. [17] studied sequential and parallel
compositionality of security notions to use an epistemic



logic for a multiagent system. They proved that nei-
ther anonymity nor privacy is generally preserved by
composition. They also provided a sufficient condition
for preservation. However, this word “parallel” merely
means that the same agent acts two actions.

4 Future Work

In this paper, we focused on trace equivalence.
It is proved in [2] that even static equivalence is not

decidable. On the other hand, [2] proved that static
equivalence is decidable in polynomial time for conver-
gent subterm theories. We intend to study conditions
to make trace equivalence decidable.

Secondly, formalizations of other security properties
such as non-malleability are also next topics. If an at-
tacker cannot transform a ciphertext into another re-
lated ciphertext, the encryption is non-malleable.

Thirdly, what logic is suitable for security in the pres-
ence of an adaptive attacker is still open.

Lastly, we did not consider probability. Is our result
applicable for probabilistic applied pi calculus?
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